Introduction
During the past several years, as archivists worldwide have begun to struggle with the problems of managing electronic records, two traditions of archival theory and organizational practice which remain very strong in Europe have become prominent features of the solutions being developed there. In this paper these theoretical influences on archival practice are explored and the way in which they are shaping European approaches to the challenges of electronic records are examined. The significance of European theory and practice for electronic records management in American is then considered. 1 Having achieved this legitimacy, and ultimately affirmed it in the emerging court systems established to defend the legitimacy of the state, the document as evidence immediately became subject to forgery and other fraudulent use. It became critical to the legitimacy of the established order that methods were developed to distinguish between authentic and original records and forgeries or copies. One of these methods, the science of document analysis known as diplomatics, became a central element in the training of all European archivists in the 19th century after the fall of the ancien regimes when the historical, rather than administrative, use of these archives became important. 
II. The Nature of the Challenges Posed by Electronic Records
The electronic information revolution presents two fundamental challenges to archivists. First, it threatens to transform the relatively stable framework of bureaucratic organizations and to replace it by a type of organizational structure which is, at present, inchoate. as an isolating factor in the modern world. But the electronic information revolution is reducing these distances in a way that undermines the structure of bureaucratic organizations which is a structure designed primarily to overcome the threat that time and distance posed to exerting coordinated and consistent organizational control.
of a single, free standing, piece of communications technology like the telephone, but rather of the re-creation of the organization and its activity in an electronic form which is technologically accessible twenty-four hours a day, from anywhere in the world, and without respect to the organizational role of the user. The challenge to the contemporary organization is to harness this potentially anarchistic technology for the benefit of the organization. The methods at hand are the same tools that have been used to regulate organizations forever -organizational policy and the technology itself. The issue is whether the potential of the technology to make the organization more responsive, more flexible, more accessible and more tactical can be unleashed without also making the organization more reactive and less strategic.
As the technologies of the electronic information revolution become widespread, administrators look forward to having direct access to information previously summarized for them by subordinates, being able to directly discuss this information with anyone in the company or outside at any time regardless of where the person to whom they are communicating is located, and to being able to make analytic decisions (with supportive tools) and order changes in organizational behavior based on them to take effect immediately. Production managers look forward to dispersed, multi-skilled design teams responding to customer demand with new designs that can directly drive automated production facilities, creating "just in-time"
inventories of new designs with dramatically reduced lead times.
Workers throughout the organization see the same technologies as a means of knowing as much as their bosses know, being able to usefully contribute to decision making, and being able to respond rapidly and directly to challenges from any source. 8 They also see it as freeing them from having to be in a particular place to do their work and of freeing their clients from having to "come to the office" to have the work done for them. For each of these employees, access to information becomes a source of power that is more important than place in the hierarchy itself. These kinds of changes, long predicted by social scientists familiar with the electronic information revolution, and heralded with glee by many of the leading figures who introduced this revolution, are now being discovered empirically.
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The organization is, however, not without defenses. The second is that the speed at which underlying information upon which organizational decision making is based changes in organizations which have implemented electronic communications.
13
The premium that is placed on up-to-date information has led to greater integration between information systems which in turn makes possible the creation of "dynamic" documents which change their content in response to the information environment in which they are (re)-constructed. The third development is the advent of the multimedia, "compound document" which again is in its infancy. To date we are seeing only linear textual documents with limited amounts of bit-mapped raster image and graphics, but capabilities to exchange non-linear "hyperdocuments" and texts with voice annotation are very close to realization.
14 Within the decade we will probably see compound documents that make it possible to export manufactured goods as information (driving manufacturing facilities located near the point-ofsale) and to direct medical, environmental or military intervention by remote devices. These kinds of documents will require us to fundamentally rethink diplomatics since they will not simply record the effects of actions, but be the effecters of action. 
III. Approaches to Electronic Records Management
The fundamental problem in the management of electronic records is to identify the functional provenance of records (e.g., the business purpose for which they were created), so as to be able to carry out organizational retention policy. We cannot see electronic records except under software control, but the functional provenance of records may be explicitly recorded as data within the record by the record creator or system, implicit in the system design and revealed by analysis or by documentation which reveals the structural relations between data instances, or discovered by links to the originating activity, which is represented by the source of the records, or more transform the nature of records could be acquired by their bureaucracies unless they were previously approved by the archives.
The Swedes, along with their German colleagues, were certain that policy prevented any person within the system from using software capabilities to create a kind of record for which there was no prior warrant or from deleting or changing records once they had been sent. Thus, in controlling records from databases, for example, the "It is unrealistic to assume that government agencies will introduce processing methods which contradict legal requirements, the laws of administrative procedure, only to keep up with modern trends", an assumption that could be totally reversed and retain its validity in the United States.
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The concept of a business application in that framework consciously had less than a one to one correlation with either the concept of software application or a particular office or locus within an organization. My suggestion, which is hard to carry out in practice, is that archivists intervene in software implementation so as to create a user interface layer which presents functionality to users in terms of the business processes sanctioned by the organization. This is a technological solution intended to replicate the correlation between business functions and permissible forms of documentation which the Europeans report still exists in fact in their organizations. If they are right, they are fortunate indeed; what is interesting here is that we are both forced to conclude that the correlation between the nature of the activity and the record of that activity is critical (indeed it is the essence of the concept of provenance), whether or not that activity is located in a particular organizational/bureaucratic structure.
Assuming that the full capabilities of systems will be used regardless of how they are intended to be employed, we in the U.S. are struggling with how to capture the actual transactions against databases in a machine and software independent format so they can be reconstructed along with the other transactions that constituted a single business activity. In the United States most archivists assume that they must go with the flow as technology transforms the organization. We assume that the latest technical capabilities will be implemented and that their programmatic uses cannot be predicted, to say nothing of restricted.
Assuming that guidance cannot assure that individuals in organizations label documents correctly, or even that information resides in non-dynamic "document" systems, the UN ACCIS panel Consciously two-pronged throughout, the IMOSA approach looks on the one hand towards defining the "corporate memory requirements"
and emphasizing the need for guidance on the "corporate rules of the road" in the use of electronic systems, and on the other hand towards writing a specification that it hopes will become a procurement standard for office front-end and rear-end systems. The technological solution itself reveals a duality since it both shapes the interface so that users identify the activity context in which they are working when they select software functions and asks users to explicitly label corporate files based on imposition of registry office principles. • Workflow Bureaucracies include German speaking countries and
Finland where the emphasis is on regulating activity rather than relationships. In such organizations functions are closely tied to structure. Communication flows up and down and outward from many points, but only according to well defined procedures.
• Personnel Bureaucracies, not found in Europe or North America, are patriarchal authority structures with loose relations between workers at the same levels.
The pattern predicted by these studies of organizational culture, therefore, is that we should find three different approaches to will work, even if we are only interested in one nation.
Conclusions
There are two fundamental strategies that can be employed to assure the maintenance and retention of adequate documentation of organizational activity: policy and technology. In their purest forms the policy oriented approach would define certain forms of documents and certain pathways of communication that are permissible, and dictate that employees in the organization must use the electronic information systems in these prescribed ways. The technological approach would also seek to capture certain forms of documents traveling by specified pathways but instead of requiring individuals to act in the corporate interest and to know the corporate rules, it would identify and capture such communications automatically and invisibly.
Both approaches require that archivists understand which transactions are archivally important (based on analysis of organizational functions) and the forms of records they produce (based on diplomatics).
If American archivists are going to be forced by the nature of organizational culture in the U.S. to rely on technological intervention to safeguard electronic records of longterm value, they will need to use diplomatics-like principles to identify new forms of records. They will also need to use organizational analysis to model the archival significant activities in which employees are engaged to apply rules to the segregation and disposition of records based on provenance. As a consequence, the European tradition of diplomatics should find a growing applicability both in Europe and in the United States as the identify ends that will have to be achieved by alternative means.
